Operating System

Setting Up Certification Authority Trust for a Domain

Beta 3 Technical Walkthrough

Abstract

This technical walkthrough guides you through the steps to configure a Microsoft
Windows® 2000-based domain to trust external certification authorities, using the Group
Policy Microsoft Management Console (MMC) snap-in. The Group Policy MMC snap-in
allows the administrator to define the external certification authorities that the domain will
trust.
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INTRODUCTION

This technical walkthrough guides you through the steps to configure a Microsoft
Windows® 2000-based domain to trust external certification authorities, using the
Group Policy Microsoft Management Console (MMC) snap-in.

The Group Policy MMC snap-in allows the administrator to define the external
certification authorities that the domain will trust.

Prerequisites
This technical walkthrough assumes the following environment:

You have installed Windows 2000 build 1943 and later clients connected to a
Windows 2000 domain.
You are a domain administrator.
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CREATING A NEW GPO The following steps walk you through adding a new Group Policy Object (GPO), and
AND ADDING A ROOT then adding a root certificate to that GPO.
CERTIFICATE To create an automatic certificate request in the default GPO

1. Start the Microsoft Active Directory™ directory service Users and Computers

shap-in.
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2. Right click the domain node, and select Properties to start the Properties
dialog box.
kelviny Properties i 2=l

General I Managed By Group Palicy |

g Current Group Policy Object Links for kelving

Group Policy Object Links | Mo Owverride | Dizabled |

@ Darmain EFS Recovery Policy
@ Default Domain Policy

Group Policy Objects higher in the list have the highest priority.
Thiz list obtained from the primary domain contraller,

New | Agd. | edt. | s

[ ptiohs.. | [elete:. | Eroperties | [ ey |

[ Block Palicy inheritance

Zance| | Appliy |

3. By default, Windows creates two GPOs for the domain. Select the Default
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Domain Policy GPO, and click Edit. This starts the Group Policy snap-in.

Expand the node hierarchy and navigate to the Trusted Root Certification
Authorities folder under the Computer Configuration node.
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5. Right-click the Trusted Root Certificate Authorities folder.

it gpedit - ["Default Domain P olicg"
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6. On the All Tasks submenu, select Import. The Certificate Manager Import
Wizard starts.

cate Manager Import Wizard 0 _§j

Welcome to the Cetificate Manager

‘ Import Wizard

Thiz wizard helps to copy cerificates, certificate trust lists,
and certificate revocation listz from pour disk to the
certificate stare,

What is a certificate?

A certificate iz a confirnation of yaur identity izsued by a
certification autharity. Certificates contain information uzed
to pratect data, or to establizh secure netwaork
connections.

What is a certificate store?

A certificate store i a system area where certificates,
certificate trust lists, and certificate revocation lists are
shored.

Click. Mext to continue or Cancel bo exit.

% Back. | Mexk = I Cancel

7. Click Next.
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8. Enter the name of the file that contains the root certificate you want to import.

Certificate Manager Import Wizard |

Select File ko Import
You can gpecify the file o be imported.

File name:

|| Browse... |

Mate: More than one certificate can be stored in a gingle file in the following formats:
Perzonal Infarmation Exchange- PECS #12 [FFx.F12]
Cryptographic Message Suntax Standard- PECS #7 Cedificates [[P7E]
Micrazaft Serialized Certificate Stare (55T

< Back, I Mext = I Cancel

9. Click Next. The destination is the Trust Root Certificate Authorities store in
the GPO.

Certificate Manager Import Wizard |

Select a Certificate Store

Certificate stores are syztem areaz where certificates are stored.

Select the certificate store for the new certificates.

) Automatically select the certificate store bazed on the ype of certificate

& Place all certificates inta the following store

Certificate store:

Trusted Foot Certification Authorities Browse.. |

< Back, I Mext = I Cancel
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10. Click Finish to import the certificate.

Certificate Manager Import Wizard |

Completing the Certificate Manager

! Import Wizard
Y'ou have successfully completed the Certificate Manager

| rmpaort wizard.

'ou have selected the fallawing for the import operation:

Certificate Store Selected by User  Certificate stare iz not ¢
Content Certificate

File Marne EMTEMPYSECTEST.
J| | |
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VIEWING THE To verify that the root certificate has been imported, you can use the Certificates
CERTIFICATE STORE snap-in to view the computer’s certificate store and to verify trust relationships.

To view the certificate store
1. Start the Microsoft Management Console. On the Start menu, click Run. Type
mmc - exe

and click OK.

i Console1 - [ConsoleRoot] 22
e — D & & @ | lsix]
2

|:J o Ctrheh |
1

| —  Open... Chrl+O

i EIE Save Chr+5 |

Save As...

Add/Remove Snap-in. .. Chrl+ra
Options. ..

1 Certification Authority. msc

2 EWINNTSD syskem32)dsa msc
3 EWINMTSDY. , \comprgmt. msc
4 E:PWIMMTSON. . certsry . msc

Exit:

2. Onthe Console menu, select Add/Remove Snap-in.
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Add/Remove Snap-in I 2=
Standalone | Extensions I

Uze this page to add or remove & standalone Snap-in fram the consale.

|

Shap-inz added to: i@ T

— Dezcription

Add... Bemayve Shout.. |

oK I Zancel |

3. Click Add to select a snap-in.

Add Standalone Snap-in 3 ﬂﬂ

Ayailable Standalone Shap-ing:

Snap-in | Wendaor |A
e’]ﬁhctive Directory Domaing and Trustz Microsoft Corporation

B2 Active Directorny Schema Manager ticrozoft Carporation
@Active Directony Sites and Services ticrogoft Corporation e

@Aclive Directory Uzers and Computers  Microzaft Carporation

Q Certificate Services Manager ticrogoft Corporation
tificates ticrogzoft Corporation
@ Caormpanent Services Explarer tdicrosoft Caorporation
Q Computer Management ticrogoft Corporation
‘% Device Manager tdicrozoft Carporation
m Disk Defragmenter Executive Software Inte... LI
— Dezcription

The Certificates shap-in allows pou to brovese the contents of the
certificate stores for yoursell, a service, or a computer.

Add Cloze

4. Select Certificates to add the Certificates snap-in.
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Certificates snap-in 1 |

Thiz znap-in will always manage certificates for:
" My user account
" Service account

< Back I Mext = I Zancel

5. Click Computer account to manage certificates for a computer. Click Next to
continue.

Select Computer 1 |

Select the computer you want thiz Snap-in to manage.

Thiz znap-in will abways manage:

* Local computer: [the computer this console is running on)

" fnother computer: I Browze |

[~ Allow the selected computer ta be changed when launching from the command line. This
only applies if you save the consale.

< Back

Cancel |

6. Select Another Computer and type in the name of the computer. Click Finish
to continue.
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7. Expand the hierarchy under the Certificates node in the left pane. Click the
Certificates folder under the Trusted Root Certification Authority folder.

8.

'fii Consolel - [Console Root',Certificates {Local Computer)Tru

|Jm Console  Window  Help

=10j x|

D& E| B |15

|J Sction  Wiew “ = -|'|| & |>< |@

(1 Cansale Rook Issued To

I Issued B :I

E@ Certificates (Local Compute |[E) Micrasoft Roat futhority

-1 Personal [ENo LIABILITY ACCEPTED, (197 Y. .
D Trusted Roat Certificati | g

423 Certificates

D Enterprise Trust

[ Intermediate Certificati
[ REQUEST

Raot SGC Authority
[El secure Server Certification Autharity
E Thawte Persanal Basic CA

[E Thawte Personal Fresmail Ca

[E Thawte Personal Premium Ca
Thawte Premium Server 0
EThante Server CA

El thante Timestamping CA
VeriSign Commercial Software Publ, ..

. _)ITT i Rt _l..

Microsoft Root Authority

MO LIABILITY ACCEPTED, ()37 Ve
sk
Foot SGC Authority

Secure Server Certification Author
Thawte Personal Basic CA

Thawte Personal Freemail CA
Thawte Personal Premiurm CA
Thawte Premium Server CA
Thawte Server CA

Thawte Timestamping CA

WetiSign Cemmercial Software Publ
it el e _’.'_I

[Trusted Rok Certification Authorities store contains 38 certificates, [

Double-click to view a certificate.

Certificate

General | petails | Certification Path |

21|

=1 Certificate Information

This certificate is intended to:

* Guarantee the identity of a remote computer

+ [Guarantee your identity to a remote computer

» Ensure software came from softvare publisher

* Protect software from tampering after publication

* Enzure the content of e-mail cannot be viewed by athers
* Protect e-mail from tampering

Issued to:  FkiTestCa

lzsued by: PhkiTestCa

Valid from 1/20/38 o 1/20/03

|szuer Statement. . |
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FOR MORE
INFORMATION

For the latest information on Microsoft Windows 2000 network operating system,
visit our World Wide Web site at http://www.microsoft.com/windows/server/ and the
Windows NT Server Forum on the Microsoft Network (GO WORD: MSNTS).

For the latest information on the Windows 2000 Beta 3, visit the World Wide Web
site at http://ntbeta.microsoft.com/.

Before You Call for Support

Please keep in mind that Microsoft does not support these walkthroughs. The
purpose of the walkthroughs is to facilitate your initial evaluation of the Microsoft
Windows 2000 features. For this reason, Microsoft cannot respond to questions you
might have regarding specific steps and instructions.

Reporting Problems

Problems with Microsoft Windows 2000 Beta 3 should be reported by way of the
appropriate bug reporting channel and alias. Please make sure to describe the
problem adequately so that the testers and developers can reproduce it and fix it.
Refer to the Release Notes included on the Windows 2000 Beta 3 distribution
media for some of the known issues.
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